
Uncorrected Material Weakness

Identified DURING Prior Period

FISCAL YEAR (FY) 2002

Title and Description of Material Weakness:  Government Purchase Card Program.  The government purchase card has been and continues to be of high interest in Congress and the Department of Defense (DoD) as it relates to the adequacy of internal control and oversight of the program.  Numerous FY 2001 and FY 2002 audits addressed the adequacy of internal control and oversight issues over the authorization, purchase, and payment of purchase card transactions.  

The audits addressed:  (1) the control environment and management of the program; (2) whether internal control activities operated effectively and whether reasonable assurance could be provided that the card was used appropriately; and (3) the existence of potential fraudulent, improper and abusive or questionable transactions.  The audits performed at several individual activities and commands looked at the Navy’s internal control policies, procedures and key activities, and the number of accounts by program managers and command managers.  It was revealed that some commands were not adequately monitoring government purchase cardholder obligations or enforcing their accountability.

Functional Category:  Procurement

Pace of Corrective Action: 

Year Identified:  FY 2002

Original Targeted Correction Date:  4th Quarter (Qtr), FY 2003

Targeted Correction Date in Last Year's Report:  4th Qtr, FY 2003

Current Target Date:  4th Qtr, FY 2004

Reason for Change in Date(s):  New requirements per Naval Audit Service Audit report.

Component/Appropriation/Account Number:  Remedial actions are taken within existing planned operational budget requirement.  Funding to training CDs and Video Tele-training were also taken from existing operational funds.  No additional FY 2002 or FY 2003 funding was required to accomplish the actions nor are there any additional funding requirements anticipated outside operational budget requirements for future fiscal years.

Validation Process:  All corrective action(s) are certified by the responsible components upon completion and reviewed through on-site verification, subsequent audit, inspection, quality assurance review, and management control review.

Results Indicators:  The Government Purchase Card Program will be effective when adequate controls are established and observed by the Navy.
 

Source(s) Identifying Weakness: 

The following sources were identified in FY 2003.  See Appendix A for sources identified in prior years.

· General Accounting Office (GAO), GAO Report No. GAO-02-1041, "Purchase Cards:  Navy is Vulnerable to Fraud and Abuse but is Taking Action to Resolve Control Weaknesses, September 27, 2002.

· Office of Inspector General (OIG), DoD Report No. D-2003-109, "Summary Report on the Joint Review of Selected DoD Purchase Card Transactions," June 27, 2003.

Progress to Date: 

The Department of the Navy (DON) has taken the following steps to correct its Purchase Card Program weakness:

· Established Agency Program Coordinator qualifications at 100% compliance.

· Provided desk guides via CD-ROM to the Agency Program Coordinator, Approving Officials and Cardholders via DON Program Office describing their responsibilities and procedures.

· Continued to develop guidelines for Commanders to follow when determining disciplinary actions (currently draft proposal).

· Established a revised training program (to include computer-based training and video tele-training).

· Offered role-based training for Agency Program Coordinators, Approving Officials and Cardholders via established video tele-training from the Naval Supply School in Athens, Georgia.

Major Milestones in Corrective Action: 

Planned Milestones (FY 2004):



	Date:
	Milestone:



	9/04
	Data mining capability (Phase II).

	
	

	9/04
	Develop methods to verify rebate accuracy.

	
	

	9/04
	Verification:  Validation of the implementation of the corrective milestones will be accomplished by an on-site verification.


Planned Milestones (Beyond FY 2004):

	Date:
	Milestone:



	
	None


Status of Participating Functional Office/Organization:  OPNAV N4

Point of Contact:  CDR Anne-Marie Hartlaub, Chief of Naval Operations (CNO), anne-marie.hartlaub@navy.mil

Uncorrected Material Weakness

Identified DURING prior Period

FISCAL YEAR (FY) 2002

Title and Description of Material Weakness:  Readiness Reporting.  There is inaccurate and inconsistent readiness reporting in several areas such as personnel, training, supplies, equipment, and installations.  The noted conditions could adversely affect decisions made especially during wartime missions.

Functional Category:  Force Readiness

Pace of Corrective Action: 

Year Identified:  FY 2002

Original Targeted Correction Date:  4th Quarter (Qtr), FY 2003

Targeted Correction Date in Last Year's Report:  4th Qtr, FY 2003

Current Target Date:  3rd Qtr, FY 2004

Reason for Change in Date(s):  The Office of the Secretary of Defense (OSD) commissioned a study to review significant infrastructure that supports readiness.  Upon completion of the OSD review and publication of implementing directions, the Marine Corps will establish a method/system for providing input in Department of Defense Readiness Reporting System (DRRS) in compliance with the Department of Defense (DoD) Directive 7730.65.  Estimated completion date is December 31, 2003.

Component/Appropriation/Account Number:  N/A

Validation Process:  All corrective action(s) are certified by the responsible components upon completion and reviewed through on-site verification, subsequent audit, inspection, quality assurance review, and management control review.

Results Indicators:  Improvement of controls over these processes would increase the reliability and usefulness of Status of Resources and Training System (SORTS) data used in the decision-making process.
 

Source(s) Identifying Weakness: 

The following sources were identified in FY 2003.  See Appendix A for sources identified in prior years.

· Naval Audit Service (NAVAUDSVC), NAVAUDSVC Report No. N2002-0080, "Navy Submarine Readiness Reporting," September 27, 2002.

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0001, "Navy P-3 Aircraft Readiness Reporting," October 1, 2002.

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0012, "Verification of the Reliability and Validity of the Department of the Navy's Total Force Manpower Management System (TFMMS) Data," November 8, 2002.

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0022, "Mine Countermeasures Squadrons Readiness Reporting," December 19, 2002.

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0025, "Navy Cruiser Unit Readiness Reporting," February 13, 2003.

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0026, "Verification of the Reliability and Validity of the Department of the Navy's Readiness Information System (RIS) Data," February 6, 2003.

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0039, "Navy F/A-18 Combat Aviation Training," March 31, 2003.

Progress to Date: 

The Department of the Navy (DON) has taken the following steps to correct its Readiness Reporting weakness:

· Commander in Chief, United States (U.S.) Atlantic Fleet; and Commander in Chief, U.S. Pacific Fleet will revise training and readiness reporting procedures to ensure current training metrics are fully and consistently applied in the assessment of training results, accurately reported in the automated flight records, and properly reflected in the ratings reported in SORTS.

· Commander in Chief, U.S. Atlantic Fleet; and Commander in Chief, U.S. Pacific Fleet will identify training reporting risks and establish controls, including regular independent reviews of training data input into the Navy aviation type commands’ automated aviation training record system (SHARP) software and SORTS, which ensure data accuracy and compliance with established measurement and reporting requirements.

· Commander in Chief, U.S. Atlantic Fleet; and Commander in Chief, U.S. Pacific Fleet will establish internal control procedures that ensure that squadrons are aware of, and effectively implement, Navy SORTS guidance for determining equipment readiness ratings.

· Commander in Chief, U.S. Atlantic Fleet; and Commander in Chief, U.S. Pacific Fleet will revise training and readiness reporting procedures to ensure current training metrics are fully and consistently applied in the assessment of training results, accurately reported in the automated flight records, and properly reflected in the ratings reported in SORTS.

· The Marine Corps maintained historical data files to support the calculation of training workload readiness rating included in annual Institutional Training Readiness Reports to Congress.

· The Marine Corps provided training necessary to ensure that personnel responsible for updating By-Name Assignment data thoroughly trained with particular emphasis on how to input student deletions and reassignments.

· The Marine Corps discontinued use of estimates to compile student enrollment/graduation data to support Training Workload readiness calculations and instead use only actual enrollees/graduates as required to be provided by the Marine Corps training institution. 

Major Milestones in Corrective Action: 

Planned Milestones (FY 2004):



	Date:
	Milestone:



	9/03
	Commander in Chief, U.S. Atlantic Fleet; and Commander in Chief, U.S. Pacific Fleet will identify training reporting risks and establish controls, including regular independent reviews of training data input into the Navy aviation type commands’ automated aviation training record system (SHARP) software and SORTS, which ensure data accuracy and compliance with established measurement and reporting requirements.



	9/03
	Commander in Chief, U.S. Atlantic Fleet; and Commander in Chief, U.S. Pacific Fleet will establish internal control procedures that ensure that squadrons are aware of, and effectively implement, Navy SORTS guidance for determining equipment readiness ratings.



	9/03 (CNO)

1/04 (CMC)
	Chief of Naval Operations (CNO) and Commandant of the Marine Corp (CMC) will develop baselines for all essential elements of installation readiness.



	9/03 (CNO)

1/04 (CMC)
	CNO and CMC will develop an installation readiness assessment system that considers all infrastructure elements necessary to support and sustain forces in the conduct of their wartime missions.



	9/03 (CNO)

6/04 (CMC)
	Verification: Validation of the implementation of the corrective milestones will be accomplished by an on-site verification.


Planned Milestones (Beyond FY 2004):

	Date:
	Milestone:



	
	None


Status of Participating Functional Office/Organization:  N/A

Point of Contact:  CDR Anne-Marie Hartlaub, CNO, anne-marie.hartlaub@navy.mil

Mr. Joseph Condry, Marine Corps (CMC), (703) 614-4500, condryrj@hqmc.usmc.mil

UNCORRECTED MATERIAL WEAKNESS

Identified During PRIOR Period 
FISCAL YEAR (FY) 1999
Title and Description of Material Weakness:  Instructor Requirements and Student Input Planning.  Department of the Navy (DON) training activities did not consistently support courses with valid, documented fleet or type command requirements.  This resulted in inefficient use of training resources adversely impacting unit readiness by unnecessarily taking personnel away from their assigned duties.  DON did not have an adequate basis for projected training loads to meet mission requirements causing inefficient use of training resources and lost operational work-years.  There was an absence of a defined process and a lack of accountability to develop and revise student input plans.  Also, the lack of an audit trail for student input plans resulted in unreliable forecasting of funding requirements.  The number of DON instructor billets authorized exceeded requirements and was based on outdated information, contrary to DON policy. 

Functional Category:  Force Readiness 

Pace of Corrective Action: 

Year Identified:  FY 1999

Original Targeted Correction Date:  4th Quarter (Qtr), FY 2005

Targeted Correction Date in Last Year's Report:  4th Qtr, FY 2005

Current Target Date:  4th Qtr, FY 2006

Reason For Change in Date(s):  Due to staffing constraints, the Marine Corps has adopted a strategy of employing information technology to increase management efficiency within the training establishment.  The development of a resource optimization model depends upon prerequisite development of curriculum development and curriculum management modules that are planned during FY 2004.

Component/Appropriation/Account Number:  Various, i.e., MPMC (171105),  OMMC  (171106), MPN (171453), OMN (171804)

The cost of implementing the following Marine Corps milestones is incorporated in the overhead expenses of the program and is considered a sunk cost.

Validation Process:  All corrective milestones action(s) are certified by the responsible command upon completion and reviewed through on-site verifications, subsequent audits, inspections, quality assurance reviews, and/or management control evaluations.

Results Indicators:  The Marine Corps could potentially have more instructors than needed.

Source(s) Identifying Weakness:

· Naval Audit Service (Naval Audit Service), NAVAUDSVC Report No. 020-99, “Reliability of Information Used for Student Input Planning for Initial and Advanced Skills Training,” January 8, 1999.

· NAVAUDSVC, NAVAUDSVC Report No. 033-99, “Requirements and Student Input Planning for ‘F’ School Courses,” April 16, 1999.

· NAVAUDSVC, NAVAUDSVC Report No. 052-99, “Marine Corps Instructor Requirements,” September 3, 1999.

Progress to Date:
The DON has taken the following steps to correct its Instructor Requirements and Student Input Planning weakness:

· The Marine Corps Automated Instructional Management System (MCAIMS) used in resubmitting programs of instruction (POI) for existing courses has automated the POIs.

· Computation of instructor requirements for Marine Corps courses is accomplished automatically, using the Interservice Training Review Organization's "Lock-Step" formula, as part of POI development using MCAIMS.

· The Marine Corps has completed initial development of multiple, basic modules for a training enterprise system that establishes the data and application framework for identifying and scheduling resources needed for courses.  The Marine Corps has prioritized and partially-funded plan for developing additional modules over the next few years that will include the ability to analyze and optimize instructor staffing.

Major Milestones: 

Planned Milestones (FY 2004):

Date:

Milestone:



None

Planned Milestones (Beyond FY 2004):


Date:

Milestone:



7/06

Using the Training Development System (TDS) methodology, the Marine Corps will modernize the nature of Marine Corps training by developing more effective and efficient delivery techniques using technology, traditional instruction, and practical application.  



9/06

Verification:  Validation of the implementation of the corrective milestones will be accomplished by an on-site verification.

Status of Participating Functional Office/Organization:  N/A

Point of Contact:  Mr. Joseph Condry, Marine Corps (CMC), (703) 614-4500, condryrj@hqmc.usmc.mil

Uncorrected Material Weakness

Identified During Prior Period

FISCAL YEAR (FY) 1993
Title and Description of Material Weakness:  Requirements Determination.  The Department of the Navy (DON) has identified deficiencies in the area of requirements determination for equipment, supplies, materials, training, and systems acquisition.  In many instances the requirements are overstated, understated, not realistic, inadequately supported or invalid, resulting in unnecessary purchases and hindering fleet readiness due to a lack of material to meet requirements.  In numerous cases, requirements at individual DON activities were reviewed, found overstated, and corrected.

Functional Category:  Supply Operations

Pace of Corrective Action:

Year Identified:  FY 1993

Original Targeted Correction Date:  FY 1995 (Chief of Naval Operations (CNO)); 4th Qtr, FY 2001 (Marine Corps)

Targeted Correction Date in Last Year's Report:  4th Qtr, FY 2004 (CNO); 4th Qtr, FY 2003 (Marine Corps)

ADVANCE \d3Current Target Date:  4th Qtr, FY 2004 (CNO) (CMC completed 4th Qtr, FY 2003)

Reason For Change in Date(s):  N/A

Component/Appropriation/Account Number:  NWCF (17X4930), OPN (171810), OMN (171804), APN (171506), SCN (171611), MCN (171205), PMC (171109)

The cost of implementing the following Marine Corps milestones is incorporated in the overhead expenses of the program and is considered a sunk cost.

Validation Process:  All corrective action(s) are certified by the responsible components upon completion and reviewed through on-site verification, subsequent audit, inspection, quality assurance review, and management control review.

Results Indicators:  Better control of the requirements process will result in cancellation of excess requirements and may achieve a potential cost avoidance of $2.3 billion.  In addition, the Marine Corps publish Expeditionary Force Development (EFD) Order could potentially have funds put to better use.

Source(s) Identifying Weakness:

There were no new sources identified during FY 2003.  See Appendix A for sources identified in prior years.

Progress to Date:

The DON has taken the following steps to correct its Requirements Determination weakness:

· Reexamination of the identified Marine Corps programs determined that alternate forms of requirements determination adequately documented the programs.

· Marine Corps Order (MCO) 3900.4D was cancelled and revisions were included in MCO 3900.15A, "The Expeditionary Force Development System."

· Validation of the implementation of the Marine Corps corrective milestones has been accomplished by an on-site verification.

· Developed procedures and processes for DON program managers to notify the Inventory Control Points (ICPs) of all items affected by weapon system modification and to provide current and accurate information for the ICPs to use in forecasting changes in requirements for those items.  (CNO)

Major Milestones:

Planned Milestones (FY 2004):



Date:
Milestone:


9/03
Achieve Interactive Computer-Aided Provisioning System (ICAPS) functionality.  Enhancements are currently planned to expand NAVICP’s capability to process Design Change Notices (DCNs) through the ICAPS (MIL-PRF-49506, MIL-STD 1388 and 1552 formats) and incorporate Interchangeability and Substitutability relationships (I&S) functionality.  NAVSEA 04, the Navy owner of ICAPS is estimating cost and schedule.  Completion dates and milestones are expected by September 2002.  Based on current information, NAVSUP is estimating completion of this milestone by September 2003.  The sufficiency and availability of funding for system design changes continue to be problematic and a concern.  Pending resolution of funding constraints, the estimated completion date of September 2003 could slip further.  NAVSEA and NAVSUP are exploring options to incorporate ICAPS functionality within Navy’s Enterprise Resource Planning (ERP) efforts.


9/04
Completion of NAVSUP ERP.

9/04
Verification:  All corrective actions will be certified by the responsible component(s) through command inspections, audits, and quality assurance reviews.



Planned Milestones (Beyond FY 2004):



Date:
Milestone:


None

Status of Participating Functional Office/Organization:  N/A

Point of Contact:  
Mr. Joseph Condry, CMC, (703) 614-4500, condryrj@hqmc.usmc.mil





CDR Anne-Marie Hartlaub, CNO, (202) 685-6511, anne-marie.hartlaub@navy.mil

Uncorrected Material Weakness
Identified During Prior Period

FISCAL YEAR (FY) 1998
Title and Description of Material Weakness:  Supply Inventory Management.  Department of Navy (DON) activities need to improve oversight of inventories.   

· DON activities did not exercise necessary oversight to ensure the implementation and monitoring of subordinate commands' controls over Government furnished material held at contractor sites, including interim supply support contractors, resulting in the DON maintaining excess material, incurring unnecessary storage costs and not fully realizing cash value from disposal of excess material. 

· The DON's service-wide strategic plan does not specifically address means to mitigate critical spare parts shortages.

· Depots maintained materiel that exceeded requirements due to a lack of management oversight.  Excess and inaccurate inventories will result in materiel that loses visibility to item managers and may become lost, obsolete, or stolen.  In addition, proper management decisions over the use of materiel may have been hampered.

· Personnel did not perform annual physical inventories, magazine-to-record reviews, and periodic record-to-record reconciliation.  As a result, ordnance data reported as part of the DON financial statements and in logistic and operational systems databases were unreliable.

· The DON needs to take additional actions to further improve the monitoring and oversight of in-transit inventory.

Functional Category:  Supply Operations

Pace of Corrective Action:

Year Identified:  FY 1998

Original Targeted Correction Date:  4th Quarter (Qtr), FY 2001

Targeted Correction Date in Last Year's Report:  2nd Qtr, FY 2005

Current Target Date:  2nd Qtr, FY 2005

Reason For Change in Date(s):  N/A 

Component/Appropriation/Account Number:  NWCF (17X4930), APN (171506), OMN (171804)

The Naval Air Systems Command (NAVAIR) TAV Program is not a definitive budget line item, but is resourced from various, chargeable sources. No funds are being applied to correct this deficiency.

Validation Process:  All corrective action(s) are certified by the responsible components upon completion and reviewed through on-site verification, subsequent audit, inspection, quality assurance review, and management control review.

Results Indicators:  The progress of NAVAIR SOM inventories are at 70%.  To date, $3.5 billion of estimated total $5 billion of unrecorded SOM have been captured.

Results indicators are being developed and will be used to determine benefits derived from the corrective actions.  Specific results indicators include:




       Material Reutilization

· Return on Investment (ROI)= ------------------------------





Program Cost

FY 2001 ROI = $1:6:4

FY 2002 ROI = $1:22

Number and Dollar Value of Fleet Issues:  Approx. $70M/FY 2002 issued to date.

Number and Dollar Value of High Priority (NMCS/PMCS/CASREP) Issues:  Approx. $59M issued to date.

Source(s) Identifying Weakness:

See Appendix A for sources identified in prior years.

·  Office of the Inspector General (OIG), Department of Defense (DoD) Report No. D-2002-080, "Quality Deficiency Reporting Procedures for Naval Repair Parts," April 5, 2002.

· General Accounting Office (GAO), GAO Report No. GAO-03-708, "Defense Inventory:  Navy Logistics Strategy and Initiatives Needed to Address Spare Parts Shortages," June 27, 2003.

· OIG, DoD Report No. D-2003-057, "Accountability and Control of Materiel at the Naval Air Depot, Jacksonville," March 5, 2003.

· OIG, DoD Report No. D-2003-084, "Ordnance Accountability at Fleet Combat Training Center Atlantic," April 29, 2003.

· OIG, DoD Report No. D-2003-098, "Followup Audit of Depot-Level Repairable Assets at Selected Army and Navy Organizations," June 5, 2003.

Progress to Date:  

The DON has taken the following steps to correct its Supply Inventory Management weakness:

· Revised Naval Aviation Supply Office Instruction 4440.88 that implements the Inventory Accuracy Officer Program to conform with Naval Supply Systems Command (NAVSUP) Instruction 4440.177 and specifically include direction to:  1) provide the Inventory Accuracy Officer with the authority to extend across directorate lines and encompass all aspects of the organization whose work affects the accuracy of inventory records and 2) require the weapons managers and contracting officers to notify the Inventory Accuracy Department of situations that will prevent the normal updating of the inventory records.

· The implementation of the NAVSUP Realtime Residual Asset Management System (RRAM) has been completed at NAVAIR Foreign Military Sales Reserve Warehouse and Cheatham Annex.

Major Milestones:

Planned Milestones (FY 2004):



Date:
Milestone:

3/03
Naval Inventory Control Point (NAVICP) will implement notification procedures and provide appropriate disposition instructions to Department of Defense customers based on procurement quantities of the items.

9/03 

Issue SOM Policy Instruction.


9/03 

Develop stocking objective for SOM.



12/03

Ongoing NAVAIR/NAVSUP partnership with SOM visibility





via RRAM Inventory Management System.

Planned Milestones (Beyond FY 2004):



Date:
Milestone:



10/04

Complete inventory of NAVAIR SOM



12/04

Complete identification of SOM 

3/05

The Navy will develop an automated information technology system that will centrally account and control deficiency reports from inception to conclusion.  Phase 1 is anticipated for completion by December 2003 and Phase 2 by December 2004.



3/05

Verification:  All corrective actions will be certified by the responsible component(s) through command inspections and quality assurance reviews and audits.

Status of Participating Functional Office/Organization:  N/A

Point of Contact:  Ms. Kathy Llewellyn, ASN(RD&A), (703) 693-8825,   llewellyn.kathy@hq.navy.mil
CDR Anne-Marie Hartlaub, CNO, (202) 685-6511, anne-     marie.hartlaub@navy.mil

UNCORRECTED MATERIAL WEAKNESS

Identified During Prior Period 

FISCAL YEAR (FY) 2001
Title and Description of Material Weakness:  Information Assurance.  The Department of the Navy Chief Information Officer (DON CIO) is responsible for Information Assurance (IA) within the Department.  DON CIO has focused its efforts on Information Assurance policy, strategy, and tools.  

The primary IA weakness in the Department of the Navy (DON) is the status of certification and accreditation of DON systems.  The new DON IA policy (Secretary of the Navy Instruction (SECNAVINST) 5239.3A), currently in final draft, incorporates requirements, requiring all information technology (IT) systems under DON authority to be certified and accredited.  It also requires training for Designated Approving Authorities (DAA).  

Issues:

· Certification and Accreditation of DON Systems.  There are approximately 1000 mission critical and mission essential IT systems in the DON IT Registry.  A sampling of these systems taken for the DoD FY 2003 Federal Information Security Management Act (FISMA) Report indicated that 74 percent of these systems have been certified and accredited or are operating under a current Interim Authority to Operate (IATO).  This represents an increase of 30% from the sample collected in FY 2002.

· Y2K Renovation of DON Systems.  The Year 2000 (Y2K) renovation of mission-critical and mission essential systems was for the most part accomplished by long-term contractors of the various DON organizations.  However, at that time the DON did not specifically assess the risk associated with contractor support during those renovations.  Since the DoDIG Year 2000 Renovation audit was conducted, over 85 percent of the systems have been accredited or authorized to operate under an IATO, have been terminated or slated for termination, or have been identified as having no external connectivity (e.g. shipboard combat systems) and therefore not subject to the accreditation process.

· Government Information Security Reform Act (GISRA) Reporting.  A Naval Audit Service review of the DON FY 2001 GISRA Report indicated inaccuracies in statistics reported to the Office of the Secretary of Defense (OSD).

Functional Category:  Information Technology

Pace of Corrective Action:

Year Identified:  FY 2001

Original Targeted Correction Date:  4th Quarter (Qtr), FY 2004
Targeted Correction Date in Last Year's Report:  4th Qtr, FY 2004

Current Target Date:  4th Qtr, FY 2004

Reason for Change in Date(s):  N/A

Component/Appropriation/Account Number:  

($000s)

	Information Assurance                                                        
	FY02
	FY03
	FY04

	
	
	
	

	    MP,N    Military Personnel-Navy                                             
	25,467
	37,483
	46,764

	    NWCFCST Navy Working Capital Fund-COST                                      
	9,184
	6,267
	4,942

	    O+M,MC  Operations & Maintenance-MC                                         
	43,882
	95,467
	89,623

	    O+M,MCR Operations & Maintenance-MC Res                                     
	0
	0
	2,625

	    O+M,N   Operations & Maintenance-Navy                                       
	72,629
	71,067
	60,544

	    OP,N    Other Procurement-Navy                                              
	113,653
	88,825
	81,975

	    P,MC    Procurement-Marine Corps                                            
	4,730
	1,758
	2,510

	    RDTE,N  R, D, T and E-Navy                                                  
	27,291
	25,850
	21,507

	
	
	
	

	TOTAL *                                                                      
	296,836
	326,717
	310,490

	
	
	
	


The figures shown are taken from the FY 2004 President’s Budget for Information Assurance.  They do not provide for central funding of certifying systems.  They include all appropriations.

Validation Process:  All corrective actions are certified by the responsible commands upon completion and reviewed through on-site verification, subsequent audit, inspection, quality assurance review, and management control reviews.  The vast majority of systems and applications under consideration are the responsibility of the developing systems command.  
Results Indicators: 

· Implement the DON IA Policy, including the following requirements:

· Certify and accredit all systems in the DON IT Registry.

· Update the DON IT Registry quarterly.

· Implement IA training requirements.

· Coordinate with Naval Audit Service for annual assessments of information security programs, and with the Navy and Marine Corps for risk assessments, tests, and evaluations. 

· Conduct detection, notification, and remedial action for significant deficiencies and security incidents.

· Independently test intrusion detection systems and contingency plans.

· DON CIO, Navy, and Marine Corps review quarterly the DON IT Registry for system accreditation status.

· DON CIO review IA metrics at least quarterly, keeping senior management informed by indicators on the DON CIO website. 

Source(s) Identifying Weakness:

The following sources were identified in FY 2003.  See Appendix A for sources identified in prior years.

· Naval Audit Service (NAVAUDSVC), NAVAUDSVC Report No. N2003-0015, "Department of the Navy's Implementation of Government Information Security Reform Act for Fiscal Year 2001," November 13, 2002.

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0051, "Weapon Systems Information Available on the Internet," May 20, 2003.

ADVANCE \d3Progress to Date:

The DON has taken the following steps to correct its Information Assurance weakness:

· DON CIO updated SECNAVINST 5239.3, “Information Assurance Policy,” and distributed for review and chop.

· DON CIO submitted FY 2001 and FY 2002 GISRA Reports to OSD. 
· DON CIO and Services placed IA into practice in the Navy/Marine Corps Intranet (NMCI).  NMCI positively contributes to enhanced IA throughout the DON in several ways.  NMCI incorporates a boundary layer approach, limiting access points to external networks.  This enterprise-wide uniformity is facilitating the use of common security tools such as firewalls, providing enhanced network monitoring/intrusion detection.  Finally, NMCI is providing DON access to the DoD public key infrastructure (PKI) via the new smart card-based Common Access Card (CAC).
· DON CIO, Army, and Air Force recommended to OSD(C3I) that the  FY 2002 GISRA Report input for system certification and accreditation be taken from the IT Registry rather than from a specialized data collection matrix, in order to avoid errors in completing the data due to misunderstanding the matrix.  OSD accepted and implemented the recommendation.

· 
DON CIO, Navy, and Marine Corps conducted an assessment of the quality and accuracy of the FY 2002 GISRA Report input.

















Major Milestones: 

Planned Milestones (FY 2004):


Date:


Milestone:

10/03


SECNAV issue revised IA Policy (SECNAVINST 5239.3A) 



10/03


DON CIO issue and implement the FISMA Action Plan, in 






coordination with Navy and Marine Corps.


9/04


DON complete certification and accreditation of 

Y2K renovated systems identified in Office of the Inspector General, Department of Defense (DoDIG) Report 2001-016.

9/04


DON reach Office of Management and Budget (OMB) goal of 90% certification and accreditation of applicable systems in DON IT Registry.



9/04


Verification:  Validation of the implementation of the corrective milestones will be accomplished by an on-site verification.

Planned Milestones (Beyond 2004):


Date:


Milestone:





None



Status of Participating Functional Office/Organization:  


Chief of Naval Operations (N6)



Assured


Commandant of the Marine Corps (C4)


Assured

Point of Contact:  Mr. Robert Grady, DON CIO, 703-602-6307

UNCORRECTED MATERIAL WEAKNESS

Identified During Prior Period

FISCAL YEAR (FY) 2001
Title and Description of Material Weakness:  Military Personnel Recruiting.  The Department of the Navy (DON) must properly and efficiently manage its active and reserve recruiting functions to maintain a ready force.  The DON established an accession plan that allowed for recruitment of reserve personnel up to 125 percent of funded reserve billet requirements; this could potentially result in recruitment of reserve personnel in ratings where they are not required.  The Navy’s fiscal year (FY) 2001 active recruiting plan limited summer recruit training to fewer individuals than could actually be accommodated by the Recruit Training Command facilities; this forces the Navy to attempt to obtain and train a larger portion of its annual active recruit requirement during the non-summer months.  For the period June 2000 through February 2001, in which over 40,000 new active recruits were processed, an average documentation error rate of nearly 23% was noted for recruiting process-related contract errors and other administrative action errors; this resulted in an inefficient active recruiting process, including incomplete physical examinations, missing waivers, and incorrect job classifications. 

Functional Category:  Personnel and/or Organization Management

Pace of Corrective Action:

Year Identified:  FY 2001

Original Targeted Correction Date:  4th Quarter (Qtr), FY 2003
Targeted Correction Date in Last Year's Report:  4th Qtr, FY 2003

Current Target Date:  4th Qtr, FY 2004

Reason for Change in Date(s):  The Navy Selection and Classification Office did not stand up until FY 2003.  At that time, the office began to take action to charter a Selection and Classification Advisory Panel with representatives from the various Navy stakeholder organizations critical to effectively identifying and reducing the identified error rate deficiency.  Unfortunately, delays in completing the charter and constituting the panel to begin corrective action for this deficiency caused unforeseen delays in reaching the targeted completion date.  This panel has now been constituted and during their July 2003 session began corrective action by directing a cross-functional workgroup led by Chief of Naval Operations (CNO) (N132F) to more specifically identify the specific causes of the error and further identify specific, corrective actions required to achieve the targeted reduction of errors.  The workgroup is required to report to the Advisory Panel quarterly, with the first report in early October 2003, which will include a detailed POA&M to include all corrective actions, milestones and responsible agencies/individuals.
Component/Appropriation/Account Number:  N/A

Validation Process:  All corrective action(s) are certified by the responsible commands upon completion and reviewed through on-site verification, subsequent audit, inspection, quality assurance review, and management control reviews.
Results Indicators:  Navy will more likely be able to achieve its fiscal year enlisted recruiting goals, thereby satisfying its mandate of recruiting and training the number of sailors needed to sustain the force and maintain readiness.  The error rates detected at Personnel Support Detachment (PSD), Recruit Training Center (RTC), will decline to within a ten percent range.

Source(s) Identifying Weakness:

· Naval Audit Service (NAVAUDSVC), NAVAUDSVC Report No. N2001-0003, “Naval Reserve Recruiting Functions,” October 30, 2000.

· NAVAUDSVC Report No. N2001-0007, “Increasing Navy’s Likelihood of Achieving Fiscal Year 2001 Recruiting Goals,” December 18, 2000.

· Bureau of Naval Personnel (BUPERS) Inspection of the Navy Recruiting Command.

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0047, "Use of Navy Recruiters to Perform Administrative and Support Jobs," May 6, 2003.

ADVANCE \d3Progress to Date:

The DON has taken the following steps to correct its Military Personnel Recruiting weakness:
· Provided Commander, Naval Reserve Force (CNRF) a documented list, by rate, of reserve billet reservation not attainable.

· Reduced overall FY 2001 active recruiting goals to achieve desired end strength, while balancing fleet readiness requirements with RTC capacity constraints and the availability of recruits to ship to RTC.

· Periodically reviewed training capacity at the RTC to ensure active recruiting objectives will not be negatively affected by a lack of summer capacity.

· Ensured a monthly Quality Assurance Feedback Report is provided by PSD RTC to Navy Recruiting Command (Code 011), Military Entrance Processing Command (MEPCOM), and Chief of Naval Operations (CNO) (N132E).  PSD RTC now provides monthly reclassification and error reports to CNO (N13) and CNRC who liaison with MEPS/MEPCOM.

· Ensured Recruiting Districts are provided quality assurance feedback reports for supervisor on-the-job training of recruiters, classifiers, and processing personnel; and that Navy Recruiting Orientation Unit is provided the feedback for schoolhouse training to recruiters, classifiers, and recruiter management.  CNRC (N7), through Navy Orientation Recruiting Unit (NORU) school-house training and field training, is reinforcing the actions required to improve quality assurance.  Monthly Contract Error Reports are currently being analyzed for trends and distributed to CNRC Headquarters and field commands for use in training.

· Established the Selection and Classification Advisory Panel, with representatives from appropriate Navy stakeholder organizations.

Major Milestones:

Planned Milestones (FY 2004):



Date:

Milestone:



07/04

Codify active recruiting process procedures and authority of involved offices so recruiter and classifier errors in applications/contracts can be corrected or waived in a timely and effective manner.



9/04

Verification:  Validation of the implementation of the corrective milestones will be accomplished by an on-site verification.

Planned Milestones (Beyond FY 2004):



Date:
 
Milestone:





None

Status of Participating Functional Office/Organization:  N/A

Point of Contact:  CDR Anne-Marie Hartlaub, Chief of Naval Operations (CNO), anne-marie.hartlaub@navy.mil

Uncorrected Material Weakness

Identified During PRIOR Period

fISCAL YEAR (FY) 2002

Title and Description of Material Weakness:  Government Travel Charge Card.  Internal controls over the Department of Defense individually billed travel charge card program has been the subject of Congressional, General Accounting Office (GAO), and media interest.  On January 27, 2003, the GAO released their final report on the Department of the Navy (DON) travel card program.  The report cited material weaknesses in the travel card program internal controls and delinquency management.  In addition, the proliferation of inactive cardholder accounts, lack of documented training, and apparent misuse and abuse were discovered by the audit.  The following milestones will significantly enhance the internal controls and delinquency management of the DON Travel Card program. 

Functional Category:  Comptroller and/or Resource Management

Pace of Corrective Action: 

Year Identified:  FY 2002

Original Targeted Correction Date:  4th Qtr, FY 2004

Targeted Correction Date in Last Year's Report:  4th Qtr, FY 2004

Current Target Date:  4th Qtr, FY 2004

Reason for Change in Date(s):  N/A

Component/Appropriation/Account Number:  N/A

Validation Process:  N/A

Results Indicators:  Monthly delinquency reports from travel charge card contractor and monthly metrics from DoD. 

Source(s) Identifying Weakness:  

· GAO, GAO Report No. GAO-03-147, "Travel Cards: Control Weaknesses Leave Navy Vulnerable to Fraud and Abuse," December 23, 2002

· GAO, GAO Report No. GAO-03-148T, "Travel Cards: Control Weaknesses Leave Navy Vulnerable to Fraud and Abuse," October 8, 2002

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0027, "Auditor General Advisory Department of the Navy Travel Card Program," February 14, 2003

Progress to Date: 

During fiscal year 2003, the DON took significant actions to reduce delinquencies and strengthen the travel card program.  The DON’s 60+ day delinquency dollars declined by 36% from October 2002 to August 2003.  The progress was attributed to the increased attention of leadership and a number of actions focusing on delinquency management.  In addition to a continuing effort to reduce delinquency, command attention has been directed to the following other important aspects of travel card program management:

· Identification of potential travel card misuse.  Agency program coordinators (APCs) are required to review a series of online reports provided by the card contractor to identify suspect transactions.  APCs are then to determine if cardholders were on official travel when the charges occurred and question the cardholder and the cardholder’s supervisor on the appropriateness.

·  Account monitoring.  The DON has comprehensively reviewed unused accounts identified by the card contractor to ensure those left open are necessary.  Between September 2002 and June 2003, 158,000 accounts were cancelled. 

·  Increased use of split disbursement.  The DON’s travelers have always been highly encouraged to use the split disbursement option when submitting their travel claims.  Consequently, the number of split disbursement transactions processed in June 2003 show a 27% increase from the month of October 2002.  With the recent policy change making split disbursement mandatory for DON military personnel, this figure will continue to increase. 

Previously, the Assistant Secretary of the Navy (Financial Management and Comptroller (ASN(FM&C)) challenged all DON commands to adhere to a delinquency metric of no more than 4% of the total dollars outstanding being more than 60 days past the billing date. 

·  As part of this effort, commands failing to meet the 4% delinquency metric are required to report to the ASN(FM&C) on actions they are taking to reduce delinquencies.

· The senior leadership of the commands failing to meet the 4% delinquency metric are required to brief the ASN(FM&C) on the actions taken by their command to meet the goal.

· The ASN(FM&C) requested the Naval Audit Service review the DON’s end-to-end travel process to determine if the desired program performance is being achieved and make recommendations to improve accountability and efficiency.  The audit commenced December 2002 and the DON will distribute appropriate guidance to all major commands upon completion of the audit estimated for October 2003.

Major Milestones in Corrective Action: 

Planned Milestones (FY 2004):

	Date:
	Milestone:



	3/04
	Reviews will be conducted for card usage, with accounts being closed when they have not been used in the previous 12 months.



	9/04
	Each month, commands not meeting the DON delinquency metric will report on their corrective actions.



	9/04
	Quarterly, the OASN(FM&C) will meet with major commands not meeting the metric.



	9/04
	Verification:  Validation of the implementation of the corrective milestones will be accomplished by an on-site verification.


Planned Milestones (Beyond FY 2004):

	Date:
	Milestone:



	
	None


Status of Participating Functional Office/Organization:  N/A

Point of Contact:  Mr. David McDermott, ASN(FM&C), (202) 685-6719, mcdermott.david@fmo.navy.mil
Uncorrected Material Weakness

Identified During Prior Period

FISCAL YEAR (FY) 1993/1997
Title and Description of Material Weakness:  Accuracy of Financial Statements (Department of the Navy (DON) General Fund  (GF) and Navy Working Capital Fund (NWCF) Financial Statements).  For the DON GF, the lack of an integrated transaction-driven general ledger accounting system has contributed to this material weakness.  Balances could not always be reconciled to detailed accounting records due to poor general ledger controls and lack of sufficient audit trails.  For the NWCF, numerous weaknesses relate to recording of selected assets and liabilities, reconciling records, timely disposing of excess assets, and requesting the appropriate write off authority.  In summary, the management control weakness consists of inconsistent, financial management practices, implementation of guidance and accounting standards, data calls, deployment of accounting systems, intra-governmental eliminations, and selected account balances that inhibits the presentation of the DON GF and NWCF financial statements.

The DON financial management community fully supports the Department of Defense Business Enterprise Architecture (BEA) and the Business Management Modernization Program undertaken by the Under Secretary of Defense (Comptroller) (USD(C)).  A goal of this effort is to provide managers useful, accurate, consistent, and timely financial information to enhance decision making throughout all phases of the business lifecycle.  As the BEA is defined, additional milestones will be added to this material weakness.

Functional Category:  Comptroller and Resource Management

Pace of Corrective Action:

Year Identified:  FY 1993/97

Original Targeted Correction Date:  4th Quarter (Qtr), FY 1998

Targeted Correction Date in Last Year's Report:  TBD

Current Target Date:  4th Qtr, FY 2007

Reason For Change in Date(s):  Consolidated the DON GF and NWCF material weaknesses to align with the Department of Defense (DoD) FMEA and associated initiatives.  By direction received from Office of the Under Secretary of Defense (Comptroller) (OUSD(C)) memo of August 8, 2003, Military Departments are required to provide a Mid-Range Financial Improvement Plan with the goal of a clean opinion on the financial statements by FY 2007.

Component/Appropriation/Account Number:  Treasury Index 17 and NWCF (97X4930)

Budgeted resource requirements are dependent upon the outcome of the BEA and will be identified at a later date.

Validation Process:  All corrective actions are certified by responsible components upon completion and reviewed through on-site verification, subsequent audits, inspections, quality assurance reviews, and management reviews.

Results Indicators:  Successful achievement of the corrective actions for this material weakness will be demonstrated through an unqualified audit opinion on the financial statements.

Source(s) Identifying Weakness:

The following sources were identified in FY 2003.  See Appendix A for sources identified in prior years.

· General Accounting Office (GAO), GAO Report No. GAO-03-275, "Defense Budget: Improved Reviews Needed to Ensure Better Management of Obligated Funds," January 30, 2003

· Naval Audit Service (NAVAUDSVC), NAVAUDSVC Report No. N2002-0082, "Validation of Selected Unliquidated Obligations at Naval Sea Systems Command," September 30, 2002

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0003, "Validation of Selected Fiscal Year 2000 Unliquidated Obligations at Space and Naval Warfare Systems Command," October 18, 2002

· NAVAUDSVC, NAVAUDSVC Report No. N2003-0019, "Shipyard Management Information System," December 9, 2002

· Office of Inspector General (OIG), DoD Report No. D-2003-017, "Naval Ammunition Logistics Center Financial Reporting of Ammunition and Other Ordnance Assets in Operating Materials and Supplies for FY 2002," October 30, 2002

· OIG, DoD Report No. D-2003-020, "Naval Air Systems Command Financial Reporting of Non-Ammunition Operating Material and Supplies for FY 2002," November 8, 2002

· OIG, DoD Report No. D-2003-039, "Naval Supply Systems Command Revaluation of Inventory to Latest Acquisition Cost," December 31, 2002

· OIG, DoD Report No. D-2003-058, "Financial Reporting of Deferred Maintenance Information on Navy Weapon Systems for FY 2002," March 6, 2003

Progress to Date:

The DON has taken the following steps to correct its Accuracy of Financial Statements weakness:

· Developed guidance that will define the procedures and set a timeline for commands to follow to close the financial books for activities that have been previously operationally closed.  (Note:  Guidance has been revised and is back in the chop chain for review and approval.)

· Identified all remaining financial record balances and the actions needed to close these balances.  Concurrent with our resolution of the existing closure issues, plan to develop a comprehensive set of procedures and timelines to follow to close the financial records for activities identified for future base closures.

· Directed DON accountable activities to review, in conjunction with their property accounting activity, their property accounting records for General Property, Plant, and Equipment (PP&E), Net personal property and adjust records as needed.  (Implementation Strategy:  PP&E Existence and Completeness, USD(C) issued a Statement of Work (SOW) dealing with personal property.)  SOW implemented.  DON activities reconciled personal property records as they implemented the Defense Property Accountability System (DPAS).  Fielding of DPAS was completed at DON General Fund Activities in FY 2002.

· Developed and issued guidance and procedures for reporting estimates for Non-Defense Environmental Restoration Liabilities.  Per CNO letter of May 1, 2003, the guidance was promulgated to the appropriate Navy commands.  However, OUSD(AT&L)/Installations and Environment continues to develop guidance and once that guidance is completed, DON will revise the May 1, 2003 guidance.

· Participated in the OUSD(C) Accounts Receivable working group to identify and recommend changes in practices and procedures for Accounts Receivable.

· Worked with OUSD(C) and Acquisition and Technology (AT&L) staff, completed the pilot for the Destroyer class of ship acquisition program for inclusion on the DON financial statement as part of implementing the new accounting and reporting standard for military equipment.

Major Milestones:

Planned Milestones (FY 2004):


Date:
Milestone:

12/03               Complete and provide the DON Mid-Range Financial Improvement Plan to OUSD(C).  Per USD(C) memo of August 8, 2003, all Military Departments are required to provide a Mid-Range Financial Improvement Plan by October 31, 2003.

9/04
Develop guidance with OSD for recording Internal Use Software by clearly defining the criteria and requirements to ensure the accuracy and completeness of financial reporting (Federal Accounting Standards Advisory Board (FASAB) Reporting Requirement).  Once developed and approved distribute guidance to the DON Management Commands.

9/04
Continue to work with OUSD(AT&L) in implementing the Statement of Federal Financial Accounting Standards No. 23, “Eliminating the Category National Defense Property, Plant, and Equipment.”  Per OUSD(C) decision memo of July 17, 2003, plans are to focus on validating, defining and extending the BEA for military equipment by April 2004 and develop the IT solution requirements by May 2004.  

9/04
Once the DoD BEA is completed, working with OUSD(C), begin to implement appropriate segments or align current system initiatives with the BEA in the DON.


9/04                Work with OUSD(C) and (AT&L) on the business rules for implementing the accounting and reporting of military equipment.  This milestone includes completing a pilot, reviewing proposed policies and procedures, and involving the appropriate major command acquisition and comptroller groups when necessary to determine the value of the current active inventory of military equipment.


9/04
Complete implementation of financial systems at NWCF activities.


9/04
Continue participating in the OUSD(C) and Office of Management and Budget working group to establish new business practices to account for and reconcile data for intra-governmental eliminations for the financial statements.

Planned Milestones (Beyond FY 2004):


Date:
Milestone:

9/05
For Inventory and Related Property to include Operating Materials and Supplies (OM&S), work with the OUSD(C) staff and working group to develop and implement guidance for converting to moving average cost for valuing Inventory and OM&S.

9/06                Complete implementation of the Mid-Range Financial Improvement Plan so financial statements will be ready for external assessments and audits.

9/07
Work with the DoD Business Management Modernization Program to assist in the development of the DoD Business Enterprise Architecture.

TBD
Verification:  Plans for the progress on most corrective actions will be addressed in status reports on open audit recommendations.  Corrective actions are also reviewed through follow-up audits, inspections, completion of DoD Implementation Strategies, and quality assurance reviews.

Status of Participating Functional Office/Organization:



Deputy Under Secretary of the Navy (I) 

Assured



Assistant Secretary of the Navy,


  (Research, Development and Acquisition) (I)
Assured


Assistant Secretary of the Navy, 


  (Installation and Environment) (I) 


Assured


Chief of Naval Operations


  (Various Major Commands) (I) 


Assured


Under Secretary of Defense


  (Acquisition, Technology & Logistics) (X) 

Assured


Defense Finance & Accounting Service (X) 

Assured

Point of Contact:  Mr. Gilbert Gardner, Assistant Secretary of the Navy (Financial Management & Comptroller) (ASN(FM&C)), (202) 685-6727, gardner.gilbert@fmo.navy.mil
B-2-1

